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Abstract
eBPF has emerged as a popular platform for building high-performance
I/O programs. However, eBPF’s programming model limits the use
of commonly used performance optimizations, leaving programs
vulnerable to cache-miss-induced performance overheads. Specif-
ically, the programming model restricts the choice of data struc-
tures used by a program, thus limiting the programmers’ ability
to improve data locality. Furthermore, it also makes it hard for
programmers to overlap computation with data movement.

In this paper, we present Beeswax an approach that addresses
both of these restrictions. This approach requires programmers
to adopt multi-phase data structures and partition programs into
multiple stages. It overlaps the execution of program stages, and
thus hides cache miss overheads. We designed the approach so
that it could be applied to existing programs without requiring
significant change. We have applied Beeswax to Katran, a load
balancer deployed in production data centers, and BMC, a key-
value store accelerator. We show throughput improvements of up
to 99%.
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1 Introduction
Increasingly, high-performance I/O applications are implemented
in eBPF and deployed in the Linux kernel’s eBPF sandbox [18, 25,
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28, 46, 59, 67, 70, 72–74]. This is because programs built in this
manner have I/O overheads that are comparable to programs that
use kernel bypass libraries, e.g., DPDK [22] and SPDK [62], but are
easier to deploy and manage [65].

However, reducing I/O overheads is not sufficient for building
high-performance applications. Even applications with minimal I/O
costs, efficient processing logic and small memory footprints can
have low throughput and high latency because of wasted proces-
sor cycles. For these applications, memory stalls caused by cache
misses are a common cause of wasted processor cycles: when a
program instruction tries to access data that is not in the processor
cache (a cache miss), the processor pauses execution (stalls) until
the data can be fetched into the cache. Because no processing is
performed during the stall, application performance degrades. As
we detail in §2.1, programmers rely on two techniques to mitigate
the performance impact of stalls: improving cache locality through
data structure design to reduce cache misses [15], and overlapping
useful work with memory accesses by issuing prefetch instructions
to asynchronously fetch data needed in the future [14]. Nearly
all current high-performance I/O bypass programs rely on these
approaches for performance [22, 62].

Unfortunately, as we detail in §2.2, applying either technique to
eBPF programs is challenging. Despite recent improvements [64],
adding new data structures to eBPF remains difficult. Consequently,
most programs continue to use data structures provided by the
runtime that were designed to be general (and usable across appli-
cations) rather than to maximize cache locality. Overlapping com-
putation is even more complicated because of constraints imposed
by the eBPF programming model: programs run-to-completion and
must process an input in a fixed number of cycles. Consequently,
eBPF programs perform limited computation per invocation and
often have no processing that can be overlapped with asynchro-
nous data fetches. The result is that, unlike in every other context,
high-performance I/O programs written in eBPF do not currently
mitigate overheads from cache misses. This is not just a theoret-
ical concern; as we show in the next section, stalls due to cache
misses reduce the performance of Katran [59], an L4 load balancer
deployed in production, by up to 59%.

In this paper, we develop Beeswax, an approach that eBPF pro-
grams can use to mitigate stalls due to cache misses. The approach
currently targets high-performance network I/O programs, e.g.,
network functions, but can be generalized and applied to other
programs, including those performing I/O from storage devices.
Our approach requires extensions to the kernel’s eBPF runtime (§3)
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that enable the use of prefetch instructions from eBPF programs
and batched processing so that programs can overlap computation
for one packet with data prefetching for another. To apply Beeswax
(§4), developers first perform syntactic analysis (and use profiling)
to identify code locations that are likely to cause cache misses
(§4.1). Guided by this set, they then replace data structures with
application-tailored multi-phase data structures (§4.2) and partition
program logic intomultiple stages (§4.3). Beeswax provides a library
to aid with implementing and using multi-phase data structures,
and partitioning programs into multiple stages. At runtime, the li-
brary includes logic that interleaves stage execution across packets.
This ensures that prefetching data required to process a packet is
overlapped with the processing of a different packet, reducing the
impact of cache misses.

We had three goals when designing Beeswax:
(i) It should not require changes to the logic in the kernel’s eBPF

runtime.
(ii) It should not add significant complexity to the (already com-

plex) task of writing eBPF programs.
(iii) Applying it to existing eBPF programs should not require

significant changes to program structure or logic.
These requirements also posed the main challenge in coming up
with our approach, and we addressed these by carefully analyzing
the eBPF programming model to identify where cache misses occur
and how programs are structured. Given these observations, we
identified a small set of changes that had to be applied to the eBPF
runtime, thus meeting the first requirement. Our recipe for adopting
the Beeswax approach (§4) is designed to meet the second two
requirements.

We have applied Beeswax to two existing eBPF programs, Ka-
tran [59] and BMC [28], showing that our recipe allows Beeswax
to be applied to existing, complex eBPF programs. Furthermore,
our evaluation (§6) shows that applying Beeswax to Katran im-
proves throughput by 18–99%. Our code, including changes to the
Linux kernel, can be found at https://github.com/bpf-endeavor/bpf_
prefetch.

This work does not raise ethical concerns.

2 Motivation & Background
The performance of eBPF programs is influenced by CPU cache
misses [40, 47, 57], which lead to memory stalls. We quantify the
impact they have on eBPF based programs using Katran, an eBPF-
based production-grade Layer-4 load balancer designed and devel-
oped by Meta [59].

We ran our evaluation by deploying Katran on a server equipped
with an Intel Xeon Silver 4310 CPU with 1.1MB of L1 cache, 30MB
of L2 cache, and 36 MB of last-level cache (LLC). A similar directly
connected server was used as a load generator. We ran Katran on
a single isolated core, allowing us to gather precise performance
statistics.

Katran’s working set size (and thus cache pressure) is propor-
tional to the number of flows. Therefore, we measured throughput
as we increased the number of flows to see the effect of cache
misses. We found (Figure 1a) that throughput decreases by 59%
as we increase number of flows from 1 to 1 million. For this test,
the workload used a uniform flow distribution. We hypothesized
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Figure 1: Katran, a production-grade eBPF-based L4 load-balancer, is
slower when handling larger number of flows (a); The reason is the increas-
ing number of L1 and LLC cache misses (b).

this slowdown was due to cache misses: the only other possible
cause would be collisions in the hash map that Katran uses for
connection tracking, but across all our tests the hash map’s load fac-
tor remains below 0.125 which makes collisions unlikely [55]. We
confirmed this hypothesis by measuring cache misses per-packet,
which increase around 1 million flows (Figure 1b).

But cache misses are not just a problem for Katran. Many com-
mon eBPF programs, including load balancers [50, 67, 70]; fire-
walls [44, 71]; proxies [9, 17, 39]; real-time communication [37, 49];
congestion control extensions [21, 29] and monitoring systems [16,
19, 61] maintain per-flow state. These programs also exhibit a data-
dependent and irregular access pattern, and are thus susceptible to
performance overheads from cache misses.

Unfortunately, standard approaches to ameliorating the effect
of cache misses are not easily applied to eBPF programs. To better
understand this limitation, we first review standard techniques
commonly used to improve cache efficiency in software systems
(§2.1) and then discuss the challenges of applying these techniques
in the eBPF setting (§2.2).

2.1 Reducing Cache Miss Overheads
Modern processors already include hardware prefetchers that try
to predict memory access patterns (such as sequential or stride ac-
cesses) and bring data frommemory into cache to avoid stalls. How-
ever, this does not suffice for unpredictable accesses, for instance
the ones affecting the Katran experiment above. Therefore, many
high-performance programs combine two software techniques to
reduce overheads due to cache misses:

Use data structures that improve cache locality. Prior work [15,
27, 48, 55] has shown that careful data structure layout can improve
cache locality and reduce the chances of misses. Layout changes
including removing indirection, clustering (into the same cache
line) data likely to be accessed at the same time, and reducing data
size can all reduce cache misses, and thus avoid overheads.

Overlap other computation with data movement. Some cache
misses are inevitable, and cannot be solved just by careful data lay-
out. Programs reduce the effect of these stalls by using prefetch in-
structions (provided by nearly all modern CPUs) to asynchronously
fetch data from memory into caches. The prefetch instructions
returns before memory has been fetched, and the programs can
use this time to run other computation [5, 14, 41]. A significant

https://github.com/bpf-endeavor/bpf_prefetch
https://github.com/bpf-endeavor/bpf_prefetch


Don’t Stall Me Now: Hiding Memory Latency in eBPF SIGCOMM ’26, August 17–21, 2026, Denver, CO, USA

challenge when using this approach lies in identifying what com-
putation should be overlapped, and many high-performance I/O
programs (e.g., kernel bypass network functions) process batches
of inputs to enable prefetching.

2.2 Barriers to Reducing Cache Misses in eBPF
Applying either technique to eBPF programs is non-trivial because
of eBPF’s limited programming model. The programming model
limits the program’s ability to control data layout, asynchronously
fetch data, or interleave computation. The net result is that current
eBPF programs do not use either technique. We elaborate on the
barriers imposed by the programming model below.

Custom data structures. eBPF programs expose a restricted pro-
gramming interface [45, 58]. Programs use pre-allocated, kernel-
managed data structures accessed through a fixed API (e.g., lookup
and update operations) to persist state across invocations. These
data structures, which are collectively referred to as maps [26], are
intentionally opaque and do not expose memory layout or algorith-
mic details. This simplifies programming and allows Linux kernel
developers to change implementation without breaking compatibil-
ity. But this opacity means that developers have nearly no control
over data placement or cache locality.

Recent extensions, in particular eBPF Arena [64], partially relax
these constraints. They provide eBPF programs with a page allo-
cation API. The addition of a Arena makes it feasible to develop
application specific memory layout and implement data structures
in eBPF, but this is more challenging than implementing data struc-
tures from scratch in other contexts because the eBPF verifier limits
the number of instructions that each function can run. This con-
straint also makes it hard to port existing libraries to the Arena API.
Consequently, cache efficient structures have not yet been adopted
by eBPF programs.

Overlapping computation. The barriers to overlapping com-
putation are higher: the eBPF runtime assumes a strict run-to-
completion model, where a single input (a packet, block, etc.) must
be processed completely. Therefore, on each invocation a program
has a limited amount of computation to perform and cannot yield
control to a different program. As a result, there is no computation
it can overlap with an asynchronous memory fetch. Worse, the
eBPF runtime does not currently allow programs to issue prefetch
instructions. Consequently, eBPF programs today cannot overlap
computation to avoid cache miss overheads.

Our approach, Beeswax, which we describe next aims to remove
these barriers and thus allow eBPF programs to avoid cache miss
overheads.

3 Beeswax Overview
Beeswax’s approach to ameliorating the effects of cache misses
relies on two core techniques:
(a) It changes eBPF programs, so that instead of processing a

single packet at a time, they process batches of packets1. This
change allows the program to overlap data loads frommemory

1As a reminder, our focus in this paper is on eBPF based network programs, and thus
we focus on packets here. But batching can also be effectively used in storage or other
contexts as demonstrated by SPDK [62] and other high-performance I/O libraries
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Figure 2: An example Beeswax program performing LPM based routing.
Packets are processed in batches by an eBPF program structured as a multi-
stage data-flow graph, where stages incrementally process packets, prefetch
data for subsequent stages, and use shared memory to track per-packet state.
Beeswax implements data structures in an explicitly accessible memory
region, rather than opaque eBPF maps, and exposes an API for interleaving
data structure operations with packet processing.

into cache (triggered using prefetch instructions) with the
processing of other packets.

(b) It enables the use of application-tailoredmulti-phase data struc-
tures. The use of application tailored-data structures improves
access locality, increasing the chance that frequently accessed
data remains in cache, while the multi-phase API provided by
these data structures allows prefetch instructions to be used
even with complex data structures like trees.

Enabling this approach required us to (i) extend the eBPF runtime
to enable batching and prefetching (§3.1); and (ii) develop program-
ming recipes that can be used to build data structures and programs
(§4). To simplify the adoption of this approach, Beeswax provides a
library that provides syntactic support and common abstractions
that reduce programmer effort when adopting our approach.

3.1 Runtime Extensions
We made two changes to the Linux kernel’s eBPF runtime:
(1) We added helper functions that the eBPF program can use to

issue memory prefetch instructions. This change allows the
program to trigger data loads from memory into cache before
access, thus avoiding memory stalls.

(2) We changed eBPF hooks [4] so that they provide batches of
packets, rather than individual packets. This change ensures
that the eBPF program has other computation that it can
perform while data is loaded into cache.

In addition, we use the Arena [64] APIs to build application-tailored
multi-phase data structures. These data structures have better data
locality than eBPF native data structures, and explicitly support
prefetching via a multi-phase access API. Arean is a recently intro-
duced feature that allow eBPF programs to allocate and directly
access memory pages, however the Arena feature itself does not
implement any data structures on top of this allocated memory.

3.2 How Beeswax Helps
We now describe how programs can use these runtime features
to reduce memory stall overheads. Our changes alter what data
structures the program uses, and how the program logic processes
inputs. We illustrate our description using a longest-prefix match
based routing program, which we illustrate in Figure 2. We also use
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the same program as a running example throughout the paper, and
also present performance results for it in §6.2.

Data structures. First, Beeswax programs use application-tailored
data structures, built using eBPF Arenas to store data, e.g., rout-
ing tables. These structures are stored in memory allocated and
managed using its API [64]. As we discuss in §4.1, the use of an
appropriately designed application-tailored data structure can im-
prove access locality, and thus reduce cache misses (and stalls), in
cases where most accesses are to hot items.

In addition, Beeswax programs use data structures that offer
multi-phase APIs to reduce the effect of cache misses for other
access patterns: a single data structure operation (e.g., a get from
a hash map stored as a tree) is split into multiple phases, each
of which returns control to the caller when an access is likely to
cause a cache miss. This allows the caller to perform computation
while the data required by the data structure operation is fetched
from memory into cache. In our running example, the program
uses a trie2 to implement longest prefix match (LPM) search. The
multi-phase API for this trie processes one level at a time, and
issues a prefetch instruction for the next level before returning
control to the program. For example, in the Figure 2, the first stage
accesses node A, issues a prefetch for node B, and returns control
to the program. The program can then interleave computation for
a different packet while the data is prefetched.

Program logic. Second, Beeswax programs operate on batches of
packets and are split into stages. As mentioned above, we needed to
change the eBPF runtime to enable batched processing: we had to
change hooks so that they provided packet batches as input, but
processing a batch requires more instructions. The eBPF verifier
limits the number of instructions executed by a call, and thus to
support batching we increased this limit to support this. In addition,
the Beeswax library (described below) also uses tail calls [11] and
global functions [63] to avoid interfering with the verifier.

To aid in this process, the Beeswax library provides syntactic
support to split the program’s processing logic into stages. Each
stage (e.g., Stage 1, also see Lines 13–19 in Snippet 1) is written
to process one packet at a time. At runtime, stages are executed
sequentially, i.e., the first stage first processes all packets in the
batch, then the second stage processes all packets, and so on. This
model allows data fetches from memory into cache for one packet
to be overlapped with the processing of another: for example, when
processing packet 0 in the batch, Stage 1 can use the prefetch helper
function (which Beeswax adds) to load data that Stage 2 will require
when processing packet 0. While the processor is fetching the data,
stage 1 processing for other packets in the batch (e.g., packet 1)
is run, thus ensuring that processing cycles are not wasted. The
Beeswax library also provides additional abstractions, including a
per-packet state structure that is shared across stages, to reduce
the effort required to partition program logic into stages and so
that the program stack size does not need to change proportional
to batch size.

2Trie is a tree structure which encodes keys in the path from the root to nodes.

4 Applying Beeswax
In this section, we describe how a programmer can apply the
Beeswax approach to an eBPF program. First, the programmer
must identify accesses that are likely to cause a cache miss (§4.1).
Next, the programmer needs to restructure logic so that they use
prefetch instructions to load data into memory, and overlap other
computation to use the CPU resources. What this restructuring
looks like depends on whether the miss happens in a data structure
operation (§4.2) or in program logic (§4.3). We describe both, and
then in §4.4, we provide an example of applying Beeswax to an
LPM router.

4.1 Identifying Likely Cache Misses
Care must be taken when using prefetch instructions: indiscrimi-
nate use increases code size and thus pressure on the i-cache, can
interfere with the hardware prefetcher [36], and consume CPU
cycles without benefit if the data is already in the cache. Thus, to
apply Beeswax, a developer must identify accesses that are likely
to cause a cache miss. We provide a two step approach to do so: the
programmer starts by analyzing the program source code to iden-
tify a likely set of places where cache misses could occur; and then
uses a profiler to refine the identified set and ensure its validity.

4.1.1 Source Code Analysis. We derived our source code analysis
approach by examining the access patterns of eBPF programs. Most
such programs access data from three locations: (a) the stack, (b)
eBPF maps, and (c) the packet data being processed. The likelihood
of a cache miss depends on the location being accessed, as discussed
below.

Stack. eBPF programs use the stack for local variables that do not fit
in registers (and thus spill over). As is true for other programming
environments, programs exhibit strong temporal locality when
accessing stack variables, and thus access to stack variable are
unlikely to result in cache misses. Consequently, we do not add
these accesses to our set of likely-cache-miss locations.

Maps. eBPF programs use maps for a variety of purposes, includ-
ing to store state between invocations (i.e., as a global variable),
for configuration, etc. Programs access maps by calling lookup
(bpf_map_lookup_elem) to get a pointer to the value, and then
dereference the returned pointer. Cache misses can occur in the
lookup logic, or when the pointer it returns is dereferenced. For
both places, the likelihood of a cachemiss depends on the program’s
access pattern, and we need to consider three cases:
(1) The value could be a global variable3, or an index that is

frequently accessed (e.g., a histogram bucket).
(2) Sequential memory access (e.g., array iteration).
(3) Random memory access (e.g., traversing trees).
Cache misses are unlikely to be a problem for the first two ac-

cess patterns: Frequently accessed data remain in cache due to
access locality, especially for packet processing programs engi-
neered for high-performance (which tend to have small working
set sizes). In contrast, for sequential memory accesses, the hardware
prefetcher [30] limits processing overheads.

3In eBPF global variables are stored as an ARRAY map with single entry.
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1 // Initialize the search

2 finished = 0;

3 BAX_STAGE(FIRST , {

4 ...

5 pstate ->key = *r;

6 lpm_phase1(dat , &pstate ->partial_state );

7 BAX_NEXT_STAGE(DO_LOOKUP );

8 })

9 // Walk the trie for packets in the batch

10 for (int i = 0; i < DAT_KEY_SIZE_BIT; i++) {

11 if (finished >= batch_size) break;

12
13 BAX_STAGE(DO_LOOKUP , {

14 int ret = lpm_phase2(dat , &pstate ->key , 32,

15 &pstate ->partial_state );

16 if (ret) continue; // Continue to next phase

17 finished ++; // Count of operations finished

18 BAX_NEXT_STAGE(PREPARE_PKT );

19 })

20 }

Snippet 1: A Beeswax program using multi-phase API to overlap multiple
LPM operations.

1 // Type of per -packet state

2 typedef struct {

3 // Required: next stage for the packet.

4 int stage;

5 int key;

6 // partial lookup state defined by LPM library

7 struct dat_state partial_state;

8 // ...

9 } pkt_state_t;

Snippet 2: Declaration of per-packet state used in Snippet 1.

Thus, the programmer only needs to focus on random accesses,
issuing prefetch instructions to avoid misses both in the lookup
logic and when dereferencing pointers. Therefore, we add both to
the set of likely-cache-miss locations.

Packet.Modern processors include features (e.g., Intel’s DDIO or
AMD’s SDCI) that load first 64-bytes (cache line) of each packet
into cache. However, an access to a different cache line can induce
a miss. Thus, we add any accesses outside the first 64-bytes of a
packet to the set of likely-cache-miss locations.

4.1.2 Profiling. Once the programmer has identified a likely-cache-
miss location set from the source code, they next run the program
using a representative workload and use a profiler to observe cache
misses. Profiling helps reduce the size of the likely-cache-miss lo-
cation set. This is because workload characteristics and differences
between processor architecture [31] can result in no cache misses
at some of the locations.

4.2 Designing Data Structures
Beeswax applications use custom data structures for two reasons:
to have greater control over data-layout, thus improving access
locality, and to allow programs to hide the effects of cache misses
within the lookup logic when accessing random elements. Design-
ing data structures that have better locality has been studied exten-
sively [2, 55], and we merely adopt these approaches. Therefore,

here we focus on data structure interfaces that allow computation
to be overlapped with data fetches from memory into cache.

Observe that the interface needs to balance two opposing con-
cerns: it needs to be such that an application programmer needs
limited visibility into data structure internals, while at the same
time allowing the application programmer to specify what compu-
tation is overlapped with a prefetch instruction issue by the data
structure. In order to meet these competing requirements, Beeswax
adopts a multi-phase interface: a single data structure operation
(e.g., lookup in a LPM trie) might be split into several phases (e.g.,
in Snippet 1, lookup is split into two phases one on line 6 and the
next on line 14). A multi-phase interface allows the data structure
to issue prefetch instructions within a phase, return control to the
programwhich runs other computation, and then access the fetched
data in a different phase.

Of course, when adopting this approach a data structure program-
mer must first identify phase boundaries. The likely-cache-miss
location set identified above helps with this: it provides a set of pro-
gram locations before which prefetch instructions should be issued,
and the programmer simply creates a stage before these locations.
Note, that care must also be taken when using data structures with
multi-phase APIs to ensure that the overlapped computation does
not evict the prefetched data.

Finally, implementing these data structures presents an addi-
tional concern. When applying Beeswax, we implemented data
structures in eBPF and used the Arena APIs to manage memory.
Beeswax applies to alternate approaches for building data struc-
tures, including using Kflex [24] or implementing it in kernel mod-
ules [69].

4.3 Designing Program Logic
Beeswax programs need to be structured so that computation can
be overlapped with data fetches from memory that are triggered by
prefetch instructions. For instance, when using a multi-phase data
structure, the program must interleave other computation between
phases. The same is true when the program issues a prefetch instruc-
tion because accessing data. Thus, applying Beeswax to a program
requires identifying what computation should be overlapped with
what prefetch instruction.

To aid with this, Beeswax provides syntactic support for parti-
tioning the program into stages. As shown in Snippet 1, each stage
(lines 3–8 and 13–19) is written as if it operates on a single packet
and can specify the next stage that should be invoked (line 7 and
18). In most cases, a stage boundary represents the place where fur-
ther computation requires accessing data that is being fetched from
memory, and thus overlapping other execution is helpful. For exam-
ple, in the FIRST stage, processing the packet requires access to the
appropriate first level of the LPM trie, but this needs to be fetched
from memory into cache. Thus, the stage boundary indicates that
other processing should be overlapped here.

At execution time, Beeswax repeatedly iterates over the batch of
packets, applying the appropriate stage to each packet. For example,
initially the FIRST stage processes all packets in the batch, and
thus packet 0’s memory fetch is probably overlapped (the exact
set of packets that are processed depends on the time taken by the
prefetch and by the processor) with the FIRST stage executing for
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Keyword Description

batch_size Number of packets in the batch
pstate Pointer to state of current packet
pkt Pointer to original XDP context
data, data_end beginning and end of packet
BAX_k index of current packet in the batch

BAX_BEGIN_OF_FILE() Mark beginning of source code file
BAX_END_OF_FILE() Mark end of source code file
BAX_DECLARE_INIT_STAGE_NAME(name) Name of the first stage
BAX_DECLARE_PKT_STATE_TYPE(type) Declare the data type of the per-

packet state
BAX_PROG_BEGIN() Mark beginning of a program func-

tion
BAX_BREAK_TAIL_CALL() Mark a breaking point. The pro-

gramwill be split into two programs
chained with tail call

BAX_INIT_BATCH_STATE() Initialize the batch state
BAX_STAGE(name, {...}) Define a stage with the given name
BAX_NEXT_STAGE(name) Set the next stage for the packet
DROP(),PASS(),TX() Set the verdict for the packet
ACTION(value) Set the verdict for the packet based

on value
BAX_GET_PSTATE(𝑘) Get the 𝑘𝑡ℎ packets state
P(addr) Prefetch the memory address

Table 1: The Beeswax library.

packet 1, etc. The Beeswax library provides additional syntax to
help partition programs (Table 1).

Maintaining Per-packet State. The stage syntax provided by
Beeswax allows programmers to specify how individual packets
are processed. In many cases, the program might need to pass
state from one stage to another, and to aid with this the Beeswax
library provides a per-packet state abstraction. The abstraction is
implemented using a per-CPU array [3]. Each element of the per-
CPU array corresponds to a batch, and is itself an array containing
state for each packet. We chose this design because prior work [46]
has found that this performs better than other approaches.

Syntactically, programmers define a structure (Snippet 2) that
specifies the per-packet state that should be maintained and then
access this state using a pstate variable within each stage (e.g.,
line 6 of Snippet 1). We require that the per-packet state structure
contain a stage index, and at runtime Beeswax uses this to track
what stage should be used to next process a packet.

4.4 An Example: LPM In Action
Finally, we show how Beeswax is applied to an LPM router, such
as the one shown in Figure 2. As a reminder, we are considering a
case where LPM lookups are performed using a multi-phase trie.
The program logic is shown in Snippet 1.

The first stage (lines 3–8) extracts the lookup key, initializes
the per-packet state required for the LPM operation, and issues
a prefetch for the root of the trie, the first node accessed during
traversal. The program then marks packets for transition to the
next stage. This stage transition provides the time window needed
to hide the latency of fetching the root node into the cache.

Root

A

. . .
B

C

D

E

0 1

0 1

0 1

0 1

0 1

Key: 01101
LPM: C (01100/3)

Legend:

Internal Node

Terminal Node

State transitions:
.
.
.
Offset: 2
At node: B
LPM: A
↓
Offset: 3
At node: C
LPM: C
.
.
.

Figure 3: An example of how each invocation of multi-phase API pro-
gresses through the trie data structure to find the LPM.

Lines 13–19 define an iterative stage that drives the multi-phase
LPM operation concurrently for all packets in the batch. Each in-
vocation of the API compares a bit of the key and advances the
traversal by one level in the trie (line 14). Figure 3 illustrates this
process. For example, consider the key 01101 and assume that two
levels have already been traversed, with the current node at 𝐵. The
next API invocation advances the traversal to node 𝐶; since 𝐶 is a
terminal node, the LPM result is updated accordingly.

5 Implementation
Implementing Beeswax required changing the Linux kernel and
implementing logic outside. The kernel changes add 1700 lines of C
code to the Linux kernel. We modified version 6.15.0. The changes
we made included:
(1) Changes to the Mellanox and virtio drivers: support for batch-

ing.
(2) Changes to the eBPF runtime and XDP hooks: support for

batching and runtime extension.
(3) Changes to the eBPF verifier to increase instruction limits.
(4) Adding an eBPF helper to add a prefetch instructions, and

changes to the eBPF JIT to inline calls to this helper.
The drivers were changed to call a new batched XDP hook. Both

drivers already processes packet batches, and we changed the the
driver to invoke the hook with these batches. No changes were
required to the batching logic.

Runtime changes were required for two reasons: (a) to make the
verifier aware of the batched XDP hook and increase complexity
limit proportional to the batch size; and (b) to inline calls to the
prefetching helper, thus reducing function call overheads.

In addition, the Beeswax library consists of 383 lines of AWK and
C code. This is used to translate multi-stage program logic written
using the Beeswax APIs (Table 1) into C code that can be compiled
to eBPF.
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Figure 4: Flowchart of Katran’s packet-processing pipeline. The horizontal
lines show how we divided the program into stages to run it with Beeswax.
The green boxes show the phases of the hash map used for connection
tracking.

6 Evaluation
Our evaluation focuses on two questions:
(1) By how much does performance improve when Beeswax is

applied to real-world applications (§6.1)?
(2) What is the performance impact of each of the design choices,

including multi-stage program structure, batched execution
and application-tailored multi-phase data structures, made by
Beeswax (§6.2)?

Baselines.We answer the first question, by applying Beeswax to
Katran, a production-grade Layer-4 load balancer used by Meta, and
to BMC [28], an academic system that relies on eBPF to accelerate
Memcached workloads.

For the second question, we use a set of microbenchmarks based
on two applications with distinct functionality and performance
characteristics. The first microbenchmark represents a forward-
ing workload and implements an LPM-based router. The second
represents a monitoring workload and is based on the CVM algo-
rithm [12, 35], which estimates the number of distinct IP addresses
observed in a packet stream.

Experiment Setup. All experiments were run on Cloudlab [23]
c6525-25g servers. Each server is equipped with an AMD EPYC
7302P 16-Core (Zen 2 – Rome) processor with 0.5 MB of L1, 8 MB
of L2, and 128 MB of LLC; has 128 GB of memory; and a Mel-
lanox Connect-X5 (MT27800 Family) NICs. We used two directly
connected servers for each experiment: one served as the load gen-
erator while the other ran the Beeswax program. Both servers ran
Ubuntu 22.04, but the server running Beeswax used a modified ver-
sion of the kernel with support for Beeswax. During experiments
the eBPF or Beeswax programs are allocated one core.

6.1 Beeswax Applied to Applications

Katran. We used the approach from §4.1 to identify possible miss
locations in Katran [59], and identified that reads and writes from
the hash table that tracks active connections were a likely source.
Profiling using perf confirmed that this was the case.

Given this, we applied Beeswax by first creating a two-phase
version of the eBPF hashmap (BPF_MAP_TYPE_HASH, a chained hash
map): given a lookup key, the first phase identifies the correct map
bucket and issues a prefetch to load it into cache; while the second
phase traverses the bucket’s list to find the correct entry. Figure 4
illustrates the resulting program logic. Dashed lines in the figure
indicate stage boundaries: we can see that each phase of the LPM
lookup runs in its own stage. These changes added 720 lines of code
to Katran.

In Figure 5 we evaluate the efficacy of the Beeswax approach
by comparing baseline Katran’s throughput to the version with
Beeswax applied. We evaluate performance as we increase the
number of flows, which affects the size of the hash table and thus
the program’s working set size. For our workloads, we use a Zipfian
flow distribution, and vary the parameter across runs. Workload
skew affects the likelihood that a packet belongs to a ‘popular’ flow
whose state is in cache. Our results show that Beeswax improves
throughput across these settings, and improves throughput by 18–
99% compared to the baseline. As expected, Beeswax has greater
effect when there are many flows and the workload has lower skew,
as this increases the chance of a cache miss when processing a
packet.

BMC.Applying our approach to find likely-miss-locations to BMC [28]
yielded similar results as Katran: misses were most likely to occur
when a hashmapwas used. There are two important differences: the
hash map in this case caches Memcached keys-and-values (rather
than virtual IP addresses), and the hash map is an open-address
hash map.

Our approach to applying Beeswax was also similar: we added
a multi-phase interface to the hash map: the first phase finds the
index of the key and issues a prefetch instruction for the value, and
the second phase reads and returns the value. We split the program
logic into stages to overlap these phases for different requests. These
changes added 407 lines of code to BMC.

We evaluated the resulting performance using a workload de-
rived from Facebook’s Memcached workload [6]. We use Muti-
late [1] to first load records, and to then issue UDP requests4. Both
value size and request distributions are derived from the Facebook
workload.

Figure 6 compares throughput as we vary the number of records
stored. In this experiment, the number of records controls working
set size, and thus cache misses are more likely with larger number
of records. We observe that with a million records, Beeswax im-
proves throughput by 17%. However, we also observe a 3% drop in
throughput when the store contains a single record. This is because
in scenarios where there are a small number of records, they are
likely to remain in cache. In this case, the multiple API calls and
program stages required by Beeswax add overhead without provid-
ing any benefit, leading to the decrease. We found that Beeswax

4We use Memcached ASCII protocol as required by BMC.
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Figure 5: Evaluating the benefit of using Beeswax for Katran, across different number of flows (a proxy for working set size) and different workload skewness.
We see that by increasing the number of flows Katran experiences more cache misses and throughput drops while Beeswax can hide this effect and maintain
throughput. More skewed workloads (higher values of Zipfian parameter) put less pressure on the cache so the effect of increasing the number of flows are
less bold. In either case, Beeswax is maintaining a higher throughput. (Numbers above the line shows percentage of improvement after applying Beeswax).
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cache misses. When only one record is used and there are no cache misses,
the overhead imposed by Beeswax multi-stage design is visible.
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breaks even (i.e., has better performance) when a 1000 records are
used.

Takeaway. These two cases show that applying Beeswax to appli-
cations can provide substantial throughput improvements when
cache misses are a significant source of slowdown: for Katran we
improved throughput by up to 99%. However, in cases where cache
misses have no effect, the overheads introduced by splitting pro-
gram logic into stages and data structure APIs into phases can hurt
performance.

6.2 Microbenchmark
This section first analyzes the performance implications of data
structure design (§6.2.1), and then evaluates how program structure
and execution influence performance (§6.2.2).

6.2.1 The Impact of Data structure Design. Our first set of mi-
crobenchmarks evaluate the benefits of tailoring data structures
to applications, and adopting a multi-phase API. Our evaluation
in this case is performed using a router that looks up a packet’s
destination IP in a tree-based LPM trie, which has been our running
example throughout the paper.

Does applying Beeswax to a data structure improve perfor-
mance? We implemented the Beeswax LPM trie in eBPF using
the Arena APIs to manage memory. First, in Figure 7 we quantify
the performance difference between the native eBPF LPM struc-
ture (Native), an implementation using the Arena API but without
prefetching or amulti-phase interface (Arena), and a Beeswax imple-
mentation. We compared the performance of all three approaches
by instantiating the router with 980 thousand prefixes from an
IXP rule set5, and choosing addresses uniformly from within the
valid range. Our results show that (a) efficient data structures can be
implemented in eBPF : both Arena implementations perform better
than the native implementation, which we hypothesize is because
calls to the lookup function are cheaper; and (b) the Beeswax ap-
proach provides significant performance improvements: the Beeswax
implementation has 47% better performance than the eBPF Arena
version. Finally, in Figure 8, we demonstrate that these conclusions
generalize across traffic patterns by using a Zipfian distribution
to pick among destination addresses, and varying the skew factor.
We observe that across all skew factors, Beeswax outperforms the
Arena implementation.

Does tailoring data-structures to applications help with per-
formance?Next, we evaluate the benefit of tailoring data structures
to applications by comparing two implementation of the LPM trie.
Both implementations use the Beeswax approach, i.e., have multi-
phase APIs and use prefetching. They only differ in data layout: one

5Namex IX, November 2024 from RouteViews [51] archive. File rib.20241130.2200
from https://archive.routeviews.org/namex.fco/bgpdata/2024.11/RIBS/

https://archive.routeviews.org/namex.fco/bgpdata/2024.11/RIBS/
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Figure 9: The benefit of tailoring data structures to the application: value
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fits in cache, and the multi-phase data structure incurs overhead without
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(value with node) stores the value in the trie node, and the other
(value separate) stores values in a different location.

While storing values within the node increase locality when
accessing the value (it is likely to be in the same cache line as the
terminal node) they also increase cache pressure when traversing
the tree (because each node is larger). In our setup, the effects of the
increased cache pressure dominate: Figure 9a shows that putting the
value in a different node improves throughput by 17.8%. Figure 9b
shows L1 cache miss rates for both designs, demonstrating that this
is because of lower cache pressure.

However, an alternate application where tree has smaller height
(and thus fewer nodes are visited during each lookup) or where
values are smaller, might show better performance when the value
is in the node. Indeed, the native eBPF implementation stores values
in the same node.

How many phases should a data-structure use? Splitting an
API into phases has benefits (it allows computation to overlapped
with data fetches) but also comes at a cost because it increases the
number of function calls made by the program. We measure the
overhead of additional stages by instantiating the LPM router, and
configuring it with one rule. This ensures that all nodes used during
lookup remain in cache, and thus (similar to our observations with
BMC) makes the use of multiple phases or prefetching unnecessary.
We then vary the number of API phases and measure throughput.
Our results, in Figure 10 show that as the number of phases increases
throughput drops: when using 32 phases (each phase accesses a
single trie node) the router has 22% lower throughput than the 1
phase version. This result demonstrates the importance of using a
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profiler to confirm the set of likely-cache-miss locations identified
by syntactic analysis (§4.1.2) to avoid unnecessary overheads from
additional phases (or program stages).

6.2.2 The Impact of Program Design and Execution. Our final set
of microbenchmarks measure the effect that batching and batch
size have on performance. The previous microbenchmark on data
structure phases also applies to program logic stages, and we thus
do not evaluate it here.

How does batching affect performance? How important is
prefetching? First, we use the LPM router to investigate the per-
formance impact of batching and prefetching. In Figure 11, we
measure the performance of a version that uses no batching (Base-
line), a version that uses batching but does not prefetch data (and
whose processing logic is not split into stages), and a version with
Beeswax applied that uses both batching and prefetching.We used a
batch size of 8 for the latter two versions. We observe that batching
without prefetching improves performance when compared to the
baseline by 47%. This is because batching reduces overheads from
calling an eBPF hook [57]. Prefetching improves performance by a
further 23.3% (when compared to just batching) by reducing mem-
ory stalls. Thus, we conclude that both batching and prefetching
when used together provide significant performance improvements.

What batch size should be used? As we saw, batch sizes affect
performance: a small batch size reduces the amount of computa-
tion that can be overlapped, while a large batch size increases the
chance that data fetched into cache is evicted before it is used. In
Figure 12 we explore how the LPM router’s throughput varies as
we change batch sizes. We observe that a batch size of 8 yields
the highest throughput, and smaller batch sizes have significantly
lower performance.

But is batch size 8 appropriate for all applications? We inves-
tigate this by implementing another eBPF program that uses the
CVM [12, 35] algorithm to count the number of distinct destination
IP addresses received. This program uses a randomized treap [56].

We first checked that a batch size of 8 continued to be effective
for this program: Figure 13 compares the throughput achieved of
a baseline version (without batching or prefetching) to a Beeswax
version. For this experiment we used a workload where destination
IP addresses were drawn uniformly at random. Our results show
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that a batch size of 8 is effective: the Beeswax version has 39%
higher throughput.

Next, we varied batch size and measured how it affected through-
put for the CVM program. Our results, in Figure 14, reveal a 10%
increase in throughput when batch size increases from 8 (3.3 Mpps)
to 32 (3.63 Mpps). This indicates that the appropriate batch size
depends on the application.

Finally, we wanted to understand why larger batches improved
throughput for the CVM program. We hypothesized that this might
be because of variance in the length of the treap path traversed by
each packet. If this were true, when small batches are used, later
stages of the program would not be able to overlap computation
(because there is no computation to run) with prefetch instructions,
and would thus see a memory stall. We tested this hypothesis
by instrumenting the program. Figure 15 illustrates the output
of our instrumentation: we plot a CDF of the fraction of packet
available to process at any stage. Indeed, the distribution confirms
our hypothesis. Thus, program logic has significant impact on the
choice of batch size for Beeswax applications.

7 Related Works
Related work on eBPF can be organized along three dimensions:
techniques for improving eBPF performance, approaches that en-
able application-specific data structures, and methods for identify-
ing memory accesses that are prone to cache misses. We discuss
these, and then discuss the work beyond eBPF.

Optimizing eBPF program performance. X2DP [52] is the
most closely related work, and it explores processing batches in
eBPF, which enables prefetching and the use of SIMD instructions
to achieve higher throughput. However, unlike our work, X2DP
depends on a programmable NIC to produce batches, and does
not explore approaches to avoid cache misses when accessing data
structures.

Other work has explored compiler extensions to improve eBPF
program performance. These proposals include switching to super-
optimization based compilers [68], requiring new compiler opti-
mization passes [43], using a cost-model and planner optimization
phase inspired by SQL databases [60], and using profile-guided opti-
mization [47]. First, Beeswax is complementary to these efforts and
can benefit from their optimizations. Second, these optimizations
suffer from architectural blindness [57], which Beeswax specifically
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version of CVM.

addressed for prefetch instruction, a more thorough but similar de-
sign can extend these compilers to further optimize eBPF programs.

Improving eBPF data structures. Several recent works have
developed more efficient data structures for eBPF programs. Of
these, BPF-DB [10] and Kerby [34] are implemented using memory
allocated from an eBPF map, and eNetSTL [69] is implemented
as a kernel and eBPF runtime extension. These specialized data
structures can improve cache locality, thus reducing number of
cache misses. However, they do not provide a multi-phase API, and
thus cannot entirely reduce cycles wasted due to cache misses.

Recently, Rex [32] and KFlex [24] have proposed eBPF runtime
extensions that remove some programming model constraints by
either eliminating the verifier (Rex) or weakening the invariants
enforced by the verifier (KFlex). This makes it easier to implement
complex data structures in eBPF. However, neither address the issue
of cache misses, and are complimentary to our efforts: they might
reduce the effort when applying Beeswax to a program.

7.1 Beyond eBPF

Identifying likely-cache-miss locations. Identifying likely-cache-
miss locations is an important problem for several domains in-
cluding real-time computing. Several static approaches have been
proposed for this, the majority of which focus on computing worse-
case execution time (WCET) [42]. Recently, CFAR [31] has proposed
an alternative approach that provides more flexibility in reasoning
about cache accesses. Other work that targets databases [13], has
designed approaches to predict access and hide misses for hash-join
operations. Dynamic techniques, where profilers, e.g., Perf [20], are
used to identify cache misses are much more commonly used. Tools
such as InXpect [53] specialize these tools to the XDP and eBPF
context. Our approach to identifying likely-cache-miss locations
(§4.1) can be augmented with any of these static or dynamic tools.

Non-eBPF Packet Processing Systems. Prior work has also de-
scribed approaches to avoid misses in packet processing pipelines,
e.g., NF chains and software switches. Fajita [27] is an extension
to FastClick [7] that aggregates multiple hash maps into one, thus
improving locality and enabling better prefetching. ESwitch [48]
applies a similar approach to OvS. However, applying either to
eBPF is challenging because of the additional complexity they add.
G-Opt [33], proposes a more general approach ‘group prefetching’
that aims to hide memory access latency for packet processing
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applications by splitting processing into phases, and prefetching
data. The resulting programs resemble our multi-stage approach.

Batchy [38] shows that batching can be detrimental in the pres-
ence of divergent control flow, and develops an approach to address
this problem. Figure 14 and 15 in our figure show that this is a
problem for eBPF too, however, Batchy’s solution cannot directly
be applied to eBPF, and alternates are necessary.

Alternate hardware interfaces. ENSO [54] and ASNI [66], which
propose new hardware interfaces for NICs are orthogonal to our
work, and Beeswax can be used with these.

8 Discussion
Finally, before concluding we discuss how Beeswax can be gen-
eralized beyond network programs, and its impact on the eBPF
ecosystem.

Beyond network programs. In this paper, we focused on packet
processing programs written in eBPF. Prior work [8, 72] has also
discussed using eBPF for other I/O heavy programs, including those
that work on file systems. These programs also have unpredictable
access patterns to traverse complex data structures (e.g., B-trees),
and can also benefit from Beeswax. However, these programs dif-
fer in two important ways that might necessitate extensions to
Beeswax:

First, they often operate on shared data structure. For example,
an eBPF program operating on file-system data is likely to need to
traverse the directory structure, need to access or modify inodes
and data blocks, etc. These data structures are shared with the
kernel and for safety the programming model restricts how they are
accessed. For example, XRP [72] programs use a runtime provided
interface to translate logical blocks to physical blocks, and access
data. While prefetching could also benefit such accesses, enabling
it would require the runtime to expose multi-phase APIs for these
shared structures. More generally, extending Beeswax to storage
workloads may necessitate larger changes to the runtime and the
interface between the kernel and eBPF programs. However, since
eBPF interfaces for storage are still evolving these changes remain
feasible.

Second, unlike network programs, eBPF programs in storage
are often not triggered by I/O events. Instead, they are commonly
invoked in response to system calls, as in XRP. This execution
model limits opportunities to streamline batching as the runtime
cannot naturally accumulate multiple inputs by waiting, as was the
case with networking. Consequently, supporting Beeswax in this
setting may require alternative batching or scheduling mechanisms
to expose sufficient parallelism for overlapping computation with
memory accesses.

Runtime support for batching. At runtime, the Beeswax library
executes stages in a loop. Unfortunately, verifying loops is chal-
lenging, and therefore developers resort to unrolling loops or using
helper functions (e.g., bpf_loop). Both are inefficient, and we found
that loops are a significant source of overheads in Beeswax. Addi-
tional runtime support for batching could alleviate this problem:
the runtime (which is written in native code and is not subject
to the verifier’s restrictions) can more efficiently loop between
packets and stages. Of course, such a change would require baking

Beeswax’s multi-stage program design into the runtime, and thus
might limit extensibility.

Impact on verifier. Our use of batching, multi-phase data struc-
tures, and multi-stage programs increase verification complexity.
This is because these programs are larger (they include additional
logic for data structure operations, going between stages, etc.), have
more complex control flow graphs, and require more state (to track
per-packet state and the current stage). This increases verification
time alongside the chances that the program hits verifier complexity
limits and is then rejected. In fact, we found that this was the case in
some of our tests: we ran into cases where splitting a program into
additional stages (without other changes) would cause the verifier
to reject the program.

Fortunately, the verification algorithmused by the in-kernel eBPF
verifier includes heuristics based on common patterns. The verifier
can therefore be adopted to account for the Beeswax programming
pattern alleviating this issue. We have not investigated the effort
required for this, and will do so in the future.

9 Conclusion
People want to use I/O applications that have high performance
and are easy to deploy. eBPF programs are popular because they are
in the sweet spot for this: they have I/O overheads comparable to
kernel-bypass libraries but without the associated fuss. In particular,
they can be run on servers with other applications, with minimal
reconfiguration. This is possible because of the restrictions imposed
by eBPF’s programming model.

However, the eBPF programming model also limits application
performance. As we have shown in this paper, it is nearly impos-
sible to use standard techniques to reduce the overhead of cache
misses. Therefore, one might despair that we need to choose be-
tween performance optimization and ease of deployment. In this
paper we have shown that this is not the case. Modest extensions
to the eBPF runtime accompanied by a simple programming recipe
allows eBPF programs to hide cache miss overheads. Furthermore,
our extensions do not change the eBPF runtime’s guarantees, and
thus do not affect deployability.

More broadly, our results suggest that eBPF’s performance en-
velope can be extended through targeted, incremental enhance-
ments. Beyond this work, additional opportunities, such as finer-
grained inlining control, and richer memory-access abstractions,
could further narrow the gap between eBPF and specialized high-
performance I/O frameworks.
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